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1 Introduction and Executive Summary

1.1 Session data
The RG WT01 session was held on 8 September 2003 from Q1 to Q4.

The following Tdocs were input to this session:
	Type
	Input Tdoc#

-> Output Tdoc#

(if changed)
	TS(s)
	Rel
	Title
	Source
	Replaces
	Input Status
	Reviewed
	Output Status

	Report
	S5‑036711r1
	-
	-
	Report of SA5#34bis WT01 session
	Huawei
	-
	New
	Yes
	RG Approved

	Discussion paper
	S5-036942
	32.xxx
	R6
	Bulk CM IRP Security Requirements
	T-Mobile
	S5-036750
	New
	NA
	New updated version to be resubmitted

	Discussion paper
	S5-036784
	32.xxx
	R6
	HW Security Management Vulnerabilities of IRP
	Huawei
	
	Resubmit
	No
	

	Discussion paper
	S5-036785
	32.xxx
	R6
	HW WT01 Security Management Concepts and Requirement
	Huawei
	
	Resubmit
	No
	

	Discussion paper
	S5-037043
	32.xxx
	R6
	Security matrix
	WT01
	
	new
	Yes
	New updated version to be resubmitted

	Discussion paper
	S5-037015
	32.xxx
	R6
	HW WT01 Security Management IS
	Huawei
	New
	New
	No
	

	Discussion paper
	S5-037042
	32.xxx
	R6
	Specification document number request for Security Management WT(Clean Version).doc
	Rapporteur
	
	New
	Yes
	RG Approved


1.2 Executive summary

1.2.1 Achievements of this meeting
6 contributions were received for this meeting. Due to limited time, 1 of them is approved and other 2 were partially discussed.
S5-037042 Specification document number request for Security Management WT is approved. Everybody agrees that Security Management TS shall use 32.37x series.
S5-036942 Bulk CM security requirement was reviewed. It should be updated and resubmitted for next meeting.

S5-037043 Security Matrix is partially discussed. It should be updated and resubmitted for next meeting.
1.2.2 Total achievements and progress of this WT in this release (Rel-06)

· Achievements:


Progress made on agreeing concepts and requirements
· Percentage of completion:
17%

· Problems:


none

1.2.3 Action requested by (and information to be forwarded to) SWG-C / SA5 

1. The RG requests SWG-C/ SA5 to approve the following documents (and forward the CRs to the TSG SA plenary): 
None

2. For information to SWG-C and/or SA5 and/or SA: 
None
3. Documents requested to be withdrawn: 
None.
4. Any other action requested by SWG-C/ SA5: 

Security Management requirements and concepts document needs a TS document number.

2 Approval of the last meeting report

None.

3 Action items
	Item
	Description
	Release
	Owner
	Status after meeting #34
	WT RG respon-sible
	Target date

	#33bis.4
	It should be described Which security requirements secure which IRP.
	Rel-6
	Huawei/Motorola/Ericsson/
	Closed
	WT01
	Meeting #34

	#33bis.5
	It is very confusing that diagram on security management stratums are based on air interface, especially that IRPAgent/IRPManager seem based on such interface.
	Rel-6
	Motorola
	Closed
	WT01
	Meeting #34

	#33bis.6
	Clarify which (if any) management information transported via the Itf-N requires confidentiality
	Rel-6
	Huawei
	Closed
	WT01
	Meeting #34

	#34.1
	S5-36609 - Security Management Concepts and requirements: In clause 6 change/remove references to “User”. Open discussion to agree best solution/scope for this spec.
	Rel-6
	All
	Closed
	WT01
	Meeting #34bis

	#34.2
	S5-36609 - Security Management Concepts and requirements: In clause 6,add new “analysis” clause as commented in 4.1 and complete the analysis: see further details in 4.1.
	Rel-6
	All
	Closed
	WT01
	Meeting #34bis

	#34bis.1
	Bulk CM IRP is discussed partially, T-Mobile will submit a contribution for next meeting, and complete this part of the new matrix of Security Threats/Requirements.
	Rel-6
	T-Mobile
	Closed
	WT01
	Meeting #35

	#34bis.2
	FT IRP isn’t discussed yet, Motorola will submit a contribution for next meeting, and complete this part of the new matrix of Security Threats/Requirements..
	Rel-6
	Motorola
	Open
	WT01
	Meeting #35

	#34bis.3
	Security Management requirements and concepts document needs a TS document number
	Rel-6
	
	Open
	WT01
	Meeting #35

	#35.1
	Security matrix in S5-036802 should be divided into 2 matrixes, one is IRP against threat, the other is IRP together with its operation, notification, file transfer, and file content against security mechanism.
	Rel-6
	
	Closed
	Huawei
	Ad-hoc meeting of #35

	
	
	
	
	
	
	


4 Review of input documents 

4.1 S5-037042 Specification document number request for Security Management WT  

S5-037042 Specification document number request for Security Management WT is approved. Everybody agrees that Security Management TS shall use 32.37x series.
4.2 S5-037043
Security matrix
 The threat matrix is finished. And everybody in the meeting agrees with it except that the Bulk CM IRP’s threats shall be discussed further.

This contribution has to be updated and resubmitted to the next meeting.
4.3 S5-036942 Bulk CM IRP Security Requirements
The contribution is updated to S5-036942r1 during the meeting. Requirement serial numbers mentioned below refer to those in S5-036942r1.
It is agreed that Table 1 will be modified to be compliant to matrix from <S5-037043Security Matrix> doc.

Ericsson: Security requirement1 is based on unsafe notification channel.

T-Mobile: Notification sent to the manager means makes the manager knows that agent figures it is performing specific operation.

Ericsson: Req1 is a security requirement/solution; instead, this requirement should be described in another contribution to make a CR to Bulk CM requirement doc.
It is agreed that implementation of Req2 is to authenticate the manager when it is subscribing the notifications and Only authenticated IRP Managers can subscribe to bulk CM notification.

Req 3 IRP Agent shall provide the capability for an IRP Manager to authenticate the IRP Agent. 

All but Siemens and Motorola agree to Req 3, Siemens and Motorola will study further.

Req 5 (new added in the meeting) is agreed.
Req 4, 6 is for further study. T-Mobile/Huawei will initiate an email discussion on it before next meeting.

Req 7 is for further study. T-Mobile will initiate an email discussion on it before next meeting.

Req 10 is for further study.

8,9 are not discussed.

This contribution will be updated and resubmitted for next meeting

Motorola will finish studying the security req before nexting.

4.4 Input documents not discussed 

Due to insufficient time the following contributions were not discuss, but just briefly highlighted as to contents to draw attention for further subsequent discussion: S5-036784, S5-036785 and S5-037015.
5 Joint session(s) held with other RGs (if necessary)

None

6 Any other business

None.

7 Participants

	Attendee Name
	Company
	E-mail address

	Thomas Tovinger
	Ericsson
	Thomas.tovinger@ericsson.com

	Olaf Pollakowski
	Siemens
	olaf.pollakowski@icn.siemens.de 

	Veronica Ayers
	Huawei
	Veronica.Ayers@huawei.com

	Trevor Pirt
	Motorola(Rapporteur/Convenor)
	trevor.pirt@motorola.com

	Edwin Tse
	Ericsson
	edwin.tse@ericsson.ca

	Tapinder Pal
	T-Mobile
	tapinder.pal@t-mobile.de

	LI Yewen 
	CMCC
	Liyewen@chinamobile.com

	Clemens Suerbaum
	Siemens
	Clemens.suerbaum@icn.siemens.de

	Jerry Nan
	Ericsson
	Jerry.Nan@etc.ericsson.se

	Luo Yunzhong
	CATT
	luoyunzhong@datangmobile.cn

	YANG Li
	HUAWEI (Rapportuer)
	afi@huawei.com

	Frédéric Bonneau
	Nortel Networks
	bonneau@nortelnetworks.com

	Habib Nouira
	Alcatel S.A
	Habib.nouira@alcatel.fr

	Rui lanlan
	CMCC
	llrui@bupt.edu.cn

	Enxi Wang
	Nokia
	Enxi.wang@nokia.com
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